
Retrieving short generators of principal ideals in real Kummer extensions
Introduction: The simplest versions of encryption using ideal lattices such as in [4, 7] is as follow.
Consider a number field K and I = gOK a principal ideal with a short g when I is considered as
a lattice i.e. the euclidean norm of g is small compared to the determinant of I. Then K and I
are public and g is private. The private key security relies on the hardness of finding g or another
short generator. Finding a generator is called the Principal Ideal Problem (PIP). Finding a short
generator is referred as the Short Principal Ideal Problem (SPIP). By default an attack to recover
the generator g is done in two steps

1. recover a generator h of I;

2. find a short generator given h.

The first step corresponds to the PIP which is considered a hard problem in classical computational
number theory. However it is shown that it can be efficiently done by using quantum computing
as in [2]. The second is a reduction phase which is the kind of tasks that seem difficult even for
quantum computers. In order to solve it, one may use the structure of the set of generators of I
and the Log-unit lattice. Indeed Log(h) = Log(g) + Log(u) ∈ Log(g) + Log(O×

K) so recovering g
can be seen as solving a BDD problem with respect to Log(O×

K). An analysis over cyclotomic fields
has been done in [3] where the authors gave a bound for the norm of the vectors of the dual basis.
In [1] the authors studied another family of fields, namely the multiquadratic fields, and were able
to recover a short generator of an ideal in classical polynomial time for a wide range of fields.

Our work: We first generalised the approach of [1] to multicubic fields in [5] then to real Kum-
mer extensions of Q with a prime exponent i.e of the form Q( p

√
m1, . . . , p

√
mr) where mi ∈ Q. The

lattice of subfields and the set of complex field morphisms of these fields have a structure similar to
the ones of multiquadratic fields. Thus the algorithms to compute the unit group and a generator
of a principal ideal can be adapted. Moreover, in order to break the structure a little, we also
considered the combination of two Kummer extensions with distinct exponents i.e. of the form
Q( p

√
m1, . . . , p

√
mr, q

√
n1, . . . , q

√
ns). Again the structure of such fields allows to design algorithms

more efficient than the standard ones. From the experimental data that we computed, general
Kummer extension of Q with only one exponent seem to show the same properties than multi-
quadratic and multicubic fields i.e. high probabilities to retrieve the private key. This probability
seems to be smaller over Kummer extensions with two exponents. However the fact that relatively
fast classical computations (when compared to standard algorithms) can be done over the number
fields in this work seems to indicate that one should be careful with very structured fields.

Future work: In order to obtain practical results, improvements on classical number theoretical
computations are needed. Further work can also consist on studying other tasks of computational
number theory over these fields such as computing the class group and S-units. It could be possible
to implement and have practical examples of the attack to solve the Ideal Shortest Vector Problem
(ISVP) presented in [6]. Another direction would be to study number fields with more complicated
structures in order to look whether we can again find a good basis for the Log-unit lattice or not.
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